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“When you’re travelling, this is a great opportunity 
for various organisations to garner actionable 
intelligence from you,” Roger Golland, OBE, a 
former director of HM Diplomatic Service, told 
Reed & Mackay’s &Beyond Symposium.

They often use a mix of data from publicly-available 
sources and a face-to-face approach to extract 
information about you and your business, he 
explained. Senior people are most vulnerable and 
often aren’t aware of the potential threats. 

In the global digital age, travellers 
face an ever-changing variety of 
risks. Often without realising, we 
leave behind a digital footprint 
that means sensitive business 
information could end up in the 
wrong hands.

Everyone in the business intelligence field is asking themselves three things. What does this 
person know? What would it take for them to breach their loyalty? How can we get to this 
person without being compromised?
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Change your passwords regularly.  It might sound 
obvious but 90% of compromises happen when 
people don’t remember to do this. 

Check your kids’ Facebook page. You might be 
surprised what you’ll find. Ensure no information 
is being shared that could make you vulnerable. 

If you’re buying a plane ticket, make sure you use 
the corporate card, not your private one which 
may leave your personal information easy to 
access.

Beware of the person sitting next to you on the 
plane asking lots of questions – be careful what 
you say.

Only use Uber or other ride sharing apps if you 
don’t mind people knowing where you’re going 
and when. 

Put a post-it note over the camera on your 
laptop.

Don’t switch on your phone as soon as the plane 
lands. This is a prime time for someone to spoof 
your phone and gain access to your information. 

If you’ve got something really sensitive, don’t 
leave it in your hotel safe.

Use e-hygiene in business centres. Make sure 
you delete your browsing history as you don’t 
know who may be using it next. 

Use a basic encryption tool such as Whatsapp or 
Signal to communicate. But if you have something 
very sensitive, don’t share it on any electronic 
device – good old pen and paper can work a treat. 

To receive details of Reed & Mackay’s upcoming events email marketing@reedmackay.com

It’s more important than ever for travellers to understand these risks and mitigate them wherever possible. 
Here are Golland’s top ten tips for how travellers can take control of their personal security while overseas: 
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